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Verifiable Credentials (VC) &
Decentralized Identifiers (DID)



Verifiable Credential - 1R n]gE/X EIRSEAAE

SFXSFER A

- 7““\‘/“9»%4’%}

DEEZEFH U TWNSBE

T 72 )

—

BAE, OTF VY I)LFER

Wiz [F1T7&] (Issuer)

: WBC TEEfLETNTWS [1]

. Subject / Issuer / Holder = S g
NG oD DFEERNINE

- N

Issuer

Issues

Verify Identifiers
and Use Schcmas»

sue
Credentials

CE&D [XRE] (Subject) hM4F
=% [1RF#E] (Holder) BRI 2 &ENTES

- FTIOIWTPATT 4T 14D WA

© Shigeya Suzuk i [1] Verifiable Credentials Data Model 1.0

L

r N
S Holder
Acquiires
’ end
Stores, Presents Presentatiol
\_ J
Register
Identifiers and
Use Schemas
Y
\
Verifiable Data Registry <
Maintain Identificrs and Schemas
J

NS

Verifier

Requests, Verifies

Terify Identifiers
and Schemas

https:.//www.w3.org/TR/vc-data-model/

10


https://www.w3.org/TR/vc-data-model/

TIOIWNTPATIOTATA

. /—\ijl/_lz/j— /3/(1 Jul/—\aj/-?\ %@TiéijbgL%&
rﬁéA 2 —D) ‘Lijrﬁj%ﬂ’f/\—wFEﬁ:F—Cnﬁtﬂu_Jﬁ &EE@ (FEEXA]) J

BifEMthiRnITn

. RIREBCR. BESRICKT % BE.

s A D5 T ER P RARIER &£ o PR e
B CEEBA T B DIFEE L LY,  Ed © " &
[M1Z2RD & GERHRERXENS) N = ) ns

L —

"\.i*fﬂ./"' _on g

H2&

SN E“m%:¥:/wm"
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The Path to Self-Sovereign ldentity

© Shigeya Suzuki

I

"B FH1

S FEE AT T4 T+

(Self-Sovereign ldentity - SSI)D

Chl"lStOpher A“eﬂ L: CJ: % \ SSI (l: :ZIS::% Workshop next week; then-I’m
X COIBIEESSIDESZR. SSIDT101

l|

HEAREAICDWTDET

]

N ——Wavaw

AT TATANEDEE

The Path to Self-Sovereign Identity

April 25 2016 - 4200 Words
by Christopher Allen

Today I head out to a month-
long series of events associated
with identity: I'm starting with
the 22st (!) Internet Identity

speaking at the blockchain
0) conference Consensus about
identity; next I am part of the

:)" l‘L }’ILI\ lOl

team putting together the first ) C l 6 fb

'l\ ritage

[D2020 Summit on Digital nanri thl\ L

Identity at the United Nations; a l"l‘t“ S
and finally I'm hosting the

',§$ thtltlldt
1= am tmm

second
#Rebooting WebOfTrust design
workshop on decentralized

identity.

http://www.lifewithalacrity.com/2016/04 /the-path-to-self-soverereign-identity.html
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Self-Sovereign ldentity - Ideology & Architecture

. Christopher Allenic &%. SSIOEEICODW DT LEYT—> 3>
. SSIDEREETRICOWTHERE T Z/CHICKWITSEICIRD

. ARKTLEYT—3D—E8lE. CORATARIASEEEDULTWVWET

Self- Soverelgn Identlty
|deology & Architecture

F Christopher Allen — Decentralized Identity & Blockchain Architect,
A

Co-Chair W3C Credentlials Community Group

: ALIANZA 7%
@X0C] cCBY-54 4.0 A B§?§°§” ws BLOCKCHAIN \f IMEETUP [ 1]

© Shigeya Suzuk https://ssimeetup.org/self-sovereign-identity-why-we-here-christopher-allen-webinar-51/ 15
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Decentralized ldentifiers (DIDs)
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FIDO (2013)
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"The Path to Self-Sovereign Identity" 5 DR, &7
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: OpenlD (2005), OpenlD 2.0 (2006), Open ID
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10 PRINCIPLES

OF SELF-SOVEREIGN IDENTITY

Q@ & #+ & ©

existence control aCCess transparency persistence

SEE P T AR LN O

portability Interoperability consent minimization protection

10 principles of SS| by Christopher Allen « Visual design by Joloconr

https://jolocom.io/blog/a-universal-identity-layer-we-can-only-build-together/
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Decentralized Identifier (DIDs) v1.0 (WD)

© Shigeya Suzuki

. DID = Decentralized |Identifier @ World Wide Web Consortium (W3C)
[ £ Decentralized |dentity Foundation (DIF) & WS BEER{ENH 5 ]

SO EERDBAFICEODEIT—YETIIEHS
. FEMEDEAEDLE CECEEREDOD 1 TV T4 T4 2FEHTES

Decentralized Identifiers (DIDs) v1.0

Core architecture, data model, and representations

. IR7E Working Draft(WD)
. ¥IRZ Candidate Recommendation (CR)
[CIRL, BAMICEENMTONTWS

&
£
O
2
%
S
&
>3

W3C Working Draft 10 January 2021

https://www.w3.org/TR/2021/WD-did-core-20210110/

Latest published version:
https://www.w3.org/TR/did-core/

Latest editor's draft:
https://w3c.github.io/did-core/

https://w3c.qgithub.io/did-core/
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DID

DID 7 O0—/\J)LIcA=— 27 Hh D KD 3 5 Hpl+F .

FlolEZEFEIND Ik D, R EiRi

B 7z W\

RS R Rl = = KA = )
Nl Uy~ AW

. DIDI&. EHOARX KXY v R TEEZTh. XYy KIcKbh, JOvIFT—V

L)

DID document (& DID C/REN D EK

EXAMPLE 1: A simple example of a decentralized identifier (DID)

did:example:123456789%abcdefghi
XYy R®E XYy NEEODEEHR

© Shigeya Suzuki

Biia TXZAICTBDEDEHD (. FDOLDICEEINTVNS L IFRS KR

Verifiable Data Registry ‘
Trecordec on
. identifles Jenerales
DID subject |€—— DID - DID method
DID URL |
™ -~ instru cts
resolvas to T X
dereferences to ™ -
~
can modify h
DID controller can mod?y DID document | DIDresolver
ReSOUICES |« — =7 T0iiina an
lika public .
Keys,
service
endpoints,
etc
SR 4

Figure 1 The basic components of DID architecture.

Decentralized Identifier (DIDs) v1.0 (Working Draft)
https://w3c.github.io/did-core/ 21
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DID document

. DID document |& DID TCRENZD2FBHEZRIRITDIDICHERT—5 (PXHZ

ALDEHEHE NI T—TDEXDTH S

. T ELTIE. 2FARE. FEOTJOV I Fr—VHRDMNEZRI BFEREFZEN

HlEeLThITonsd

© Shigeya Suzuki

Verifiable Data Registry ‘
Trecordec on
. identifles Jjenerates
DID subject |€———— DID - DID method
DID URL |._
™ -~ instru cts
resolves to T
dereferences to ™ -
~
can modify N
DID controller can mod?y DID document ¥ | DIDresolver
Resource 8 |l — ~Taroiing an
lik2 public P
keys, '
service
endpoints,
etc
| 7

Figure 1 The basic components of DID architecture.

Decentralized Identifier (DIDs) v1.0 (Working Draft)
https://w3c.github.io/did-core/ 29
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DID URL

. DDZEERELEYY —XAOT—%

. DIDZ&M. URLDKSIC/NR, 7T, 720XV NEDERZHSE, DIDT
ReaNBDZFTR (UY—R) ICEFNDZTHEIDERZZRT

. DID document®H T, 777X ~ZHUL\. DID documentf DA FHE~%
BHICIEET 20 IcEDNS (#key-1)

© Shigeya Suzuki
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Universal Resolver (1/3)

 BEOXY Yy KAEDODRZA/\hH A AT, RTA/I\Z{EVWDITSD T & T,

DID 5 DID document E KOERAY TT—5 2 5 =55 —/\EE [1]
. DIFCHEEIN. Z20HY—/\14 VAV AHERR[2] (=EFEAEIFTIREW)

-

Driver Driver
did:btcr did:sov

Universal Resolver

App

App

[1] A Universal Resolver for self-sovereign identifiers
https://medium.com/decentralized-identity/a-universal-resolver-for-self-sovereign-identifiers-48e6b4abcc3c

[2] The Universal Resolver Infrastructure
https://medium.com/decentralized-identity/the-universal-resolver-infrastructure-395281d2b540

© Shigeya Suzuki
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Universal Resolver (2/3)

. 7Y T

© Shigeya Suzuki

= Olge i . a
S Hb :#: DIF Universal Resolver
[ ecotorain
SUPPORTED METHODS: did:btcr did:web did:github dic:kilt did:sirius did:bid did:vaa
did:sov did;jolo did:stack did:evan did:mpg did:schema +Add your driver?
did:vl did:erc725 did:hcr dic:echo did:io did:ion
did:key didipic did.ccp dic:factom did:trust did:gatc
did:ethr did:elem did:work dic:dock did:bba did:ace
did:nac did:necid did.ont dic:abt did:cy did:icon
did-url  did:sov:WRfXPg8dantKVubE3HX8pw Resolve v
RESULT DID DOCUMENT RESOLUTIONMETADATA DOCUMENT METALCATA
{

"@context": "https://www.w3.o0rg/ns/did/v1",
"1d": "did:sov:WRTXPg8dantKVubE3HX8pw",
"verificationNethod": {
“type": "Ed25519VerificationKey2018",
"id": "did:sov:WRfXPgBdantKVubE3HX8pw#key-1",
"publicKeyBase58": "H3C2AVvLMv6gmMNam3uVAjZpfkcICwlwnZn6z3wXngPV"
"authentication": {
"type": "Ed25519SignatureAuthentication2018",
"verificationMethod": "did:sov:WRfXPg8dantKVubE3HXEpwikey-1"

}
"service": [
{
"type" : uagentu ,
"'se rviceEndpoint": "https ://agents. danubeclouds. com/agent/WRfXPgBdantK\'ubEBHXBpw“
+y
{
lltypcll: "Xdi" ,
"serviceEndpoint": "https://xdi®3-at.danubeclouds.com/cl/+!:did:sov:WRfXPg8dantKVubE3HX8pw"
}

]
}

https://resolver.identity.foundation 20



https://resolver.identity.foundation

N

Universal Resolver (1/3)

$ curl -sX GET https://resolver.identity.foundation/1l.0/identifiers/did:sov:WREfXPg8dantKVubE3IHX8pw

"didDocument": {

"@context": "https://www.w3.o0rg/ns/did/v1l",
"1d": "did:sov:WREXPg8dantKVubE3HX8pw",

"verificationMethod": /{

"type": "Ed25519VerificationKey2018",
"id": "did:sov:WRfXPg8dantKVubE3HX8pw#key-1",
"publicKeyBase58": "H3C2AVvLMvogmMNam3uVAjZpfkcICwDwnzZnoz3wXmgPVv"

b

"authentication": {

"type": "Ed25519SignatureAuthentication2018",

"verificationMethod":

b

"service": |
{
"type": "agent",
"serviceEndpoint":
Yy
{
"type": "xdi",
"serviceEndpoint":
}
]
by
— DT —

"did:sov:WREXPg8dantKVubE3HX8pwikey—-1"

"https://agents.danubeclouds.com/agent/WREfXPg8dantKVubE3HX8pw"

"https://xdi03-at.danubeclouds.com/cl/+! :did:sov:WRfXPg8dantKVubE3HX8pw"

Jsonpp
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771\ —EHDIRRE

. DID RE—QI1—UDLZHAN. BRICEVWDINTESLDICE>TVS
. DID (&, DID Z{zZ 25X R, HAGDLEDVCHFICIHU T, XWRT &ICHS
YEBX (pair-wise) TEDLN D I EDFIR EG > TS

Mt

. DID £ KO DID document [CEF NS BEIRIC. BAFIBImPI)ZEH DT
T T <. BEAFICENBEBEEDH D ERMNEETNHTVELDIC, FTEEL
meT., KR\t WEBICIGUEFEEESE) GEMNThbhTWS

><ld
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BE]
Verifiable Credentials - 1 &3] gE L B IREHAE

XX TSERRE, 0T VY IVEFE

. TIUYINEBEAEM B Wz [FE1TE] (ssuenic &b [WHRZE] (Subject)hMiF
EDFEGZmIcLTWSEZ [(RIFE] (Holder) BRI EMNTE S

. W3C TEE/{INTWS [1]

- B e ™ e R
Issuer ) Holder "\ Verifier
Acquires, V] -
Issues [ssue St p e Send Requests, Verifies
- \ y Credentials 8 ores, JTesen § Presentation L y
. Subject / Issuer / Holder %
Register
— 'g — % JUL 75{ I\j 1 Idemi‘['iers and
/J \ 7—(— @ OD ‘EX l \ Use Schemas
Y
Verify Identifiers a B Verify Identifiers
and Use Schcmas» Verifiable Data Reg|5try - and Schemas

.'7_'_ : 9 ) l/? 4 T / T 4 T 4 b\ M\ZE i Maintain Identifiers and Schemas )

© Shigeya Suzuk | [1] Verifiable Credentials Data Model 1.0 https:.//www.w3.org/TR/vc-data-model/
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Presentation Exchange

© Shigeya Suzuki

[T — Y RRDTRIME] DRRTIE, f RAEAAE Z > TL\ % & (Holder) AY,
AEFAZZ A CESI T EITDTIRGRL, BRNICHRZRRCESIENEFL

. ZDfeHIC, W&REEE (Verifier) D, RERBRZIZBIL. ERIAZEZF > TL
5Z&(Holder) EDETHRZBB(RXRIVI—3Y) 95607708 J)LDN
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ZEIBARFDZEDIEK (1)

Increasing Government Support

e C(Cross borders
e Improve Supply Chain

To that end, DHS S&T is pursuing two broad courses of action to encourage a more open and
inclusive future for blockchain technology:

M ana g eme n't 1. Support development of globally available specifications (precursor to standards) that are
open, royalty free and free to implement to ensure interoperability across systems while
: eNSUring.ih .
® C om b at C ou nte rfe It G 00 d S a. Decentrahzed Identifiers (DIDs) via World Wide Web Consortium (W3
=|||||.—4 H "" o Standardization Process
> Y ¥ b. Venﬁable Claims Data Model via W3C Standardlzatlon Process

2. Actlvely work with and support our DHS Component customers, such as CBP to
understand their potential use cases for blockchain and help them achieve their outcomes
woﬂ with the needed R&D expertise and technologies.

Source: DHS Science and Technology Directorate's Testimony
before the US House of Representatives, May 8, 2018
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Increasing Government Support

Government of Canada Digital Standards
A Set of Guiding Principles

Iterate and improve frequently ﬁ Ezfm‘::rg to deliver

@ Work in the open by default

pSSIF

European Self-Sovereign
l[dentity Framewaork 3

@ Use open standards and solutions

R . y .
Address security and privacy risks @ Collaborate widely

@ @@| A y  JIMEETUP  ssiMeetup.org
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https://ssimeetup.org/self-sovereign-identity-why-we-here-christopher-allen-webinar-51/
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FIDO: Fast IDentity Online
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BRI Z AW S
T—ERIBHEBESE

< B BB

T~ )

Pll: Personally Identifiable Information
PDS: Personal Data Store
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eKYC: electronic Know Your Customer
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